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Abstract. In the aviation domain, the past decade has seen the rise of emergent and often disruptive 
technologies, including automation, digital transformation, and data analytics. The solutions derived 
from these technologies, like unmanned aircraft or remote tower operations, on one hand were created 
in order to generate some sort of a benefit, but on the other hand they led us to a previously uncharted 
territory, called cybersecurity vulnerabilities. If these vulnerabilities are exploited, they may lead to a 
massive damage to the Aviation Ecosystem that can contribute to catastrophic failures. With this in 
mind, protection to the remote tower optical systems is of paramount importance. Therefore, this study 
focuses on providing a framework for cybersecurity assessments of remote tower optical systems. 
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1. INTRODUCTION 
 

The achievements of the Fourth Industrial Revolution affect our everyday lives in many ways, 
some of which are may not noticed by laymen. In relation to the hardly noticeable examples, the so 
called "virtual / digital tower", which make the provision of location-independent air traffic control 
services at and in the vicinity of an aerodrome (remote tower operations, rTWR) a reality, is the key 
aspect of this paper. Remote Tower represents the concept of replacing the conventional control tower 
on airports by remotely located tower control center that use – mostly optical – sensor platforms 
(cameras) in order to maintain situational awareness [1]. The need for adequate data communication 
capability to support rTWR between the airport and the remote tower location is probably the most 
challenging question. Alongside with data adequacy requirements, the cybersecurity aspect of rTWR 
optical system needs to be addressed as well. Under the auspices of the Future Communications Study 
(AP17) data link technologies for new communication infrastructures required to manage aeronautic 
communication traffic demand, and to provide an always connected infrastructure identified one or 
mix of the followings [2]: 

 a ground-based, high capacity, wired surface data link system; 
 a ground-based, high capacity, wireless surface data link system; 
 a satellite-based data link system.  

In addition, multi-hop / ad-hoc communications alternatives are also considered in studies of future 
air traffic management systems and accordingly, in the case of rTWR the suitable interpretation(s) of 
the mentioned technologies might be addressed in a beneficial way eventually. While these data link 
technologies are promising and efficient means to support remote tower operations, concerns have 
been raised in their vulnerability to malicious attacks that may lead to serious consequences. Several 
analyses and studies have been carried out by ICAO [3], EUROCONTROL [4], NASA [5] and NATO 
[6] that underline the graveness of the cybersecurity aspect of the Aviation Ecosystem. In this paper, 
cybersecurity techniques used for networks have been considered for securing the communications of 
remote tower optical systems.  
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2. BASELINE OF rTWR CYBERSECURITY ASPECT 
 

Computer security can be defined as the protection obtained to an – automated – information 
system in order to preserve the confidentiality (C), integrity (I) and availability (A) of information 
system resources (incl. hardware, software, firmware, information-data-telecommunications). 
Confidentiality preserves authorized restrictions on information access and disclosure, including 
means for protecting personal privacy and proprietary information. Integrity guards against improper 
information modification or destruction, including ensuring information nonrepudiation and 
authenticity. Availability ensures timely and reliable access to and use of information. In addition to 
these three key objectives, additional ones have been introduced to present a more comprehensible 
picture of security concepts including the following two which are most commonly mentioned: 
authenticity and traceability. The former assures the confidence in validity of a transmission, a 
message or message originator, usually with Peer Entity Authenticity or Data-origin Authenticity. The 
latter ensures actions of an entity being uniquely traceable to that entity [7]. This implies that systems 
must keep records of their activities to permit later forensic analysis to trace security breaches.  

From rTWR communications perspective, these security objectives need to be stringently fulfilled 
using cryptography and network security techniques to ensure that the system will not be hampered by 
any security breach into rTWR network and computing sphere. Based on The Standards for Security 
Categorization of Federal Information and Information Systems (FIPS 199) three level of security 
breaches are identified [8]:  

 low:  loss of CIA could be expected to have a limited adverse effect on operations, assets or 
individuals (e.g., minor degradation in mission capability to an extent and duration that the 
system is able to perform its primary functions, but the effectiveness of the functions is 
noticeably reduced); 

 moderate: loss of CIA could be expected to have a serious adverse effect on operations, assets 
or individuals (e.g., significant degradation in mission capability to an extent and duration that 
the system is limited to perform its primary functions, and the effectiveness of the functions is 
significantly reduced); 

 high: loss of CIA could be expected to have a severe or catastrophic adverse effect on 
operations, assets or individuals (e.g., severe degradation in mission capability to an extent and 
duration that the system is unable to perform one or more primary functions).  

 

2.1 Security attacks 

 
Primarily, security attacks can be categorized into active or passive sets. A passive attack tries to 

learn or make use of information from the system but does not affect system resources directly. An 
active attack attempts to alter system resources or affect their operation, therefore it has a direct effect 
on the targeted system [9].  
 
2.1.1 Passive attacks  
 

The goal of passive attacks is to obtain information that is being transmitted by eavesdropping or 
monitoring the transmission. Eavesdropping can result in the release of information or data whereby 
an opponent is able to obtain the content of information, which may be sensitive, during transmission 
and subsequently release the sensitive information to other parties. Conventionally, passive attacks are 
difficult to detect since they will not disrupt the system’s data-stream or the connected resources. 
Thus, the emphasis is on the prevention of such attacks rather than detection. Encryptions, and 
shielding are normally used in order to prevent passive attacks.  
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2.1.2 Active attacks 
 

Active attacks involve modifications of the data-stream or the creation of a false stream. In 
connection with these, the following four categories worth addressing: 

 masquerade: an entity pretends to be a different, often privileged entity; 
 replay: passive capture of information and its subsequent retransmission to produce an 

unauthorized effect; 
 modification of messages: altering, delaying or reordering some or all parts of a legitimate 

transmission to produce an unauthorized effect; 
 denial of service: suppression or disruption of all messages directed to a particular destination 

in order to disable, overload or degrade the network performance.  

 
3. CYBERSECURITY OVERVIEW 

Malicious cyber-actions have only been considered recently in air traffic management (ATM), 
since the standards ruling this field inherently are more focused on the safety aspect [10]. The 
dilemma regarding this approach lies in the discrepancy between safety-focused and security-focused 
angle in threat assessment. Minding the security threats has a separate and special impact on the 
system design which cannot be completely covered by a safety-oriented perspective. As a result, 
criterions of technology, threats and motivations categorized in a manner described below [11]: 

 threat actors (who?): the identification of potential attackers against rTWR optical system 
enables task-appropriate adaptation of the prevention toolkit, a threat can be linked mens rea to 
an organization / a person that desires to breach security and accumulate ill-gotten gains;  

 assets (what?): an accurate and detailed description of the rTWR system is required in order to 
identify the security context of desirable CIA, including perimeter of a piece of equipment and / 
or the (sub)systems that are exposed to attacks through network interfaces, logical data flow and 
other dependencies; 

 topology (where?): assets with associated features must be mapped to be the subject of a given 
threat assessment, it is important to determine the optimum grouping of assets from a pragmatic 
viewpoint;  

 motivation (why?): the weight of determination, therefore the scope of threats can be measured 
– and presented in a somewhat easily understandable way – by correctly identifying the 
motivation of potential attacker; 

 attack vectors (how?): specific pathway and / or methods are used by attackers to exploit 
system vulnerabilities, therefore it is crucial to identify and eliminate as many attack vectors as 
possible. 

From a technology standpoint, rTWR optical systems have many similarities with other IP-based 
surveillance systems; nevertheless, in order to develop secure architectures and implement efficient 
defense strategies, it is far more crucial to understand the attack vectors and the catalyst fueling the 
malicious intent. As a result, the attack vector is not the zenith of the various system vulnerabilities, 
but rather the motivation of the threat actors. Ergo, the key of creating a secure rTWR system and 
constructing a successful countermeasure is understanding the attack vectors and the motivation.  
 
3.1 System overview 
 

The purpose of rTWR optical system must be defined in order to discuss its security aspects. 
Primarily, the main objective of air traffic control is to ensure safe, orderly and expeditious flow of 
(air) traffic [12]. Accordingly, the purpose of rTWR optical system, which enables location-
independent tower control, is to digitize and display in real time the area of responsibility of the tower 
controller, including the maneuvering area and the relevant airspace affiliated to an aerodrome [13]. 
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To have a better understanding of this line of thought, Figure 1 presents a simple concept of rTWR 
optical systems. 

  

Figure 1 Basic diagram of rTWR optical systems  

The principal difference between conventional aerodrome air traffic service and rTWR derived 
from the way visual observation is performed. In the former case observation is executed by eyes 
directly, in the latter case the area of responsibility is displayed on screens therefore the observation is 
indirect [14].  
 
3.2 Taxonomy 
 

Based on the principle that a system can generally be described in terms of its purpose, 
implementation, topology, and protection, a conceptualized taxonomy of the rTWR optical systems’ 
security concept is introduced in Figure 2.  

 

Figure 2 Conceptual taxonomy of rTWR  
3.2.1 Purpose 
 

As outlined above, the primary purpose of rTWR optical systems is to ensure safe, orderly, and 
expeditious air traffic services (ATS) for one (or more) airport from a remote location. In addition, this 
technology enables other useful features like resiliency to recover hastily from a malfunction or attack, 
forensics to gain verified evidence (e.g., time stamped video footage) in case of investigations, and 
other enhancements to help controllers perceiving air traffic (e.g., digitally labelled aircraft) [15]. 
 
3.2.2 Implementation 
 

A specific hardware and software layout of a rTWR optical systems can be configured in a variety 
of ways to gather and display video data efficiently, although implementation wise two categories are 
distinguished principally: monitoring and communication. Monitoring regards how the controller 
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visualizes rTWR footage, and how the video content is produced. The visualization can be provided 
indirectly (file conversion) to a controller working position (CWP), or directly (raw video files) to a 
maintenance workstation. The production of the footage can be done automatically via cameras 
arranged fixed-panoramic way or manually with PTZ camera(s) [16].  

The method by which rTWR system transmits video footage is referred to as communication. The 
be thorough, it is worth noting that video data can be transferred as an analog signal to a digital video 
recorder, but in case of rTWR application every known implementation is based on digital video 
signals. That means the video data is processed, compressed and then sent as a packet stream via 
existing (most likely IPv4 or IPv6) network protocols [17]. 
 
3.2.3 Topology 
 

The distribution, containment, and infrastructure of a rTWR optical system can be utilized in order 
to describe its topology. Distribution refers to whether all the cameras are located a centralized place 
at or scattered around an airport. Depending on whether the rTWR optical system uses a stand-alone 
network (not connected to any intranet) or a shared one, containment determines if users without the 
proper credentials can gain access to. Noting infrastructure, it describes how the system's components 
are connected to each other, whether in a wired way, wirelessly or both. 
 
3.2.4 Protection 
 

The security of physical and virtual access to the rTWR optical systems’ assets is referred to as 
protection. Physical protection is a must to prevent an attacker causing damage in the assets located at 
the airport, at the remote facility and the data link itself. In addition, it might be even more important 
to achieve and maintain virtual protection of assets, specifically focusing on the host (e.g., cameras, 
computers, servers) and the network aspects. By protecting the network with encryption, firewalls and 
end-to-end virtual private network connections (VPN), a user can safeguard the assets and the rTWR 
optical system as a well. 
 
4. RANGE OF CYBERSECURITY RISKS 
 

Based on Chapter 2, and other publicly available data [18], existing and novel threats from selected 
sources capable to disrupt rTWR optical systems are shortly reviewed below minding the criterions 
(threat actors, assets, topology, motivation, attack vectors) described in Chapter 3. Due to its scope, 
this study cannot cover all threats, but the insights gained from the reviews can subsequently be 
utilized to better comprehend and identify the range of cybersecurity risks connected to the design, 
implementation, and use of a specific rTWR optical system. 
 
4.1 Malicious code injection 
 

Code injection is an exploitation of improper parsing of an input which results in the input being 
executed as a malicious code. In case of rTWR optical systems, a threat actor may perform a code 
injection to gain control – with or without the awareness of operative users – over assets. Even when 
the data-stream is encrypted, the software may still be using an outdated protocol or be susceptible to 
downgrade attack attempts. Poodle, for instance, attacks that deceive the server into downgrading the 
encryption to a vulnerable or out-of-date version that may be exploited by intercepting the initial 
handshake [19]. 
 
4.2 Visual layer attacks 
 

Remote Tower optical systems, like many other video surveillance systems, feature an additional 
level of abstraction, known as the visual layer. As a result, it is conceivable to (ab)use this layer to 
execute inventive attacks on rTWR assets that benefit from imaging semantics and image recognition. 
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First, the rTWR asset gets infected from a malicious source (e.g., firmware update over USB). Second, 
when a malicious imagery (e.g., QR code) is visualized by the optical sensors, the harmful code is 
triggered and then controlled that way [20]. This attack vector, in one example, enables the attacker to 
partially or fully blur the area monitored by the system. As a result, this type of malicious functionality 
could be used directly endangering passengers or hinder crucial (military) tasks. 
 
4.3 Covert channels attacks 
 

Recently, considerable research capacity was invested in covert channels, data exfiltration and 
modulation employing electromagnetic [21], acoustic [22], thermal [23], and optical  channels [24], 
especially in air-gapped solutions that a military rTWR optical system can be. In this category, the 
attack vectors discussed includes Infra-Red (IR) LEDs and Audio Layer.  
 
4.3.1 Infra-Red LEDs 
 

Infrared spectrum is invisible to human eye therefore it can be adapted effectively for covert 
channel purposes. According to a particularly dangerous scenario, assets controlling IR lights could 
relay data and commands to each other using IR spectrum in order to form an autonomous 
collaborative network of malicious assets. Consequently, the rTWR optical system can be 
compromised in several malignant ways, including the previously described partial or full blur of the 
monitored area, but the range of possible malicious commands depend only on the attacker’s 
resourcefulness. The essential prerequisite for this attack vector is that infected IR assets that placed 
and operated in one system are within visual sight of each other [25]. 
 
4.3.2 Audio Layer 
 

The ability to record and process one or more audio channels from microphones incorporated into 
(rTWR) assets is a feature that many other video surveillance systems have. As a result, an infected 
rTWR asset may employ tactics like concealed voice instructions to use the audio layer as a command-
and-control channel, which may present a threat described in case of IR LEDs. The essential 
prerequisite for this attack vector is that infected audio layer assets that placed and operated in one 
system are within audible range of each other, while most likely the signals are inaudible to the human 
ear [25].  
 
4.4 Manipulating data-stream 
 

The data-stream may be manipulated, redirected, or observed by a threat actor. In case of rTWR, 
one feasible example of this attack vector is launching a man-in-the-middle-attack (MitM) by Address 
Resolution Protocol poisoning via the local network, and then freezing the live video feed, or injecting 
a false one. Since video codecs (e.g., H.264) compress motion between frames, in case of data-stream 
observation – even if it is encrypted – the footage can be inferred by monitoring the bandwidth usage 
patterns of the stream. Furthermore, network topological information can also be obtained from data-
stream observation [26], [27].  
 
4.5 Adversarial Machine Learning 
 

As Figure 2 shown, a Remote Tower solution requires either a manual or automated way of 
handling video footage. Therefore, the domain of video analytics has been applied in case of rTWR 
optical systems to optimize operational effort performing this task, including [1]: 

 object detection, recognition and identification;  
 PTZ tracking; 
 aircraft labeling;  
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 area masking and;  
 alerting. 

To some extent, all the aforementioned solutions rely on machine learning, therefore they are 
susceptible to adversarial actions. A machine learning model can be abused in an adversarial action in 
one of three ways: (1) poisoning the model during training to make it behave as the threat actor 
desires, (2) creating an input that will yield an unexpected output, or (3) learning the training data or 
the model by looking at the input-output relationship. A successful threat actor may be able to fake 
object recognition, mask important areas or causing denial-of-service attack by raising the solution’s 
false positive rate [28].  
 
4.6 Social Engineering 
 

Social Engineering (SE) is the term for the psychological manipulation of a person acting 
accordingly to the will of the threat actor. E-mail phising attempts and baiting are frequent SE attack 
vectors. Since phising techniques are focusing to obtain key personnel credentials, it is not as useful in 
case of rTWR optical systems as baiting. In baiting, a threat actor plants a malicious source code onto 
a device (e.g., USB drive, smartphone) and then the victim unwittingly – or forcingly – plugs it into an 
intranet-connected machine [29], [30].   
 
 
4.7 Supply Chain 
 

Attack on the supply chain occurs when a threat actor alters an asset (e.g., camera, IR emitter, 
router) during the production process by the attack vector of installing a rootkit or hardware-based 
malware. A successful supply chain attack against rTWR optical system can provide a threat actor 
total control over the infected-by-design asset and presumably ultimate access to the network. 
Moreover, implementing non-rTWR-specific technologies from the supply chain already available 
legacy considerations must be taken in order to avoid security bleeding like in case of MIL-STD-1553 
Communication Bus design anomaly [31].  

 
 

4. CONCLUSION AND FUTURE CONSIDERATIONS 
 

In the past decade, rTWR optical systems have been continuously evolving and their applications 
are becoming more mature as their technological elements are getting sophisticated and cost-effective 
[32]. Worth noting that the civilian application of this technology is – and probably will be – 
dominant, but the military utilizations are already on the way, and the latter might expose the system 
to threats from satellite-communication angle [33]. In the meantime, technological progress should not 
be mistaken automatically with (cyber)secure-by-design solutions. Having that stated, the constantly 
evolving threats to the rTWR optical systems also appear on the horizon as, on one hand endangering 
lives, on the other hand engaging in information warfare. On both hands, due to the gravity of a 
potential adversarial machine learning actions glimpsed in Chapter 4.5, disruptive and emerging 
technologies must be taken of utmost importance.  

The primary objective of this study was to outline the foundations of the cybersecurity framework 
associated with the rTWR optical systems. Accordingly, a brief summary of the rTWR optical systems 
was provided, then the baseline of its cybersecurity aspect was drawn, next a system overview with an 
essential conceptual taxonomy was given, and last but not least a spectrum of possible attack vectors 
was presented.  

Assuming the growing prevalence of rTWR solutions, this study ultimately aimed to provide a 
valuable set of knowledge, to lay the foundations for upcoming theme-specific researches and 
applications that can implement security measures effectively preventing malicious attacks. 
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